DEADLY THREAT OF EXPLOSIVE DEVICES IN IRAQ PROMPTS SECRECY DEBATE 
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The Defense Department's push to counter improvised explosive devices on the battlefield has sparked a spirited debate among industry and government officials about how much secrecy and red tape should surround the effort, with some in industry saying they are not getting the access they need to find solutions. 

So far, everyone agrees that the threat data DOD has on IEDs is tightly controlled. The Pentagon remains tight-lipped about how much money it is spending on a regular basis to counter the threat of such devices and how many troops who need it have access to specialized equipment, such as electronic jammer devices. Even details on how the enemy builds the IED remain under wraps. 

"Why is it classified?" asks John MacGaffin, former associate deputy director for operations at the CIA. "What is the secret?" 

MacGaffin, who spent 31 years at the CIA, now runs the AKE Group, which provides training and security in Iraq for major media organizations and industry. He says the only information that should remain classified are the frequencies used by the United States to jam IEDs. He acknowledged that if information on how enemies build IEDs is released, other insurgents could learn how to construct the devices. But there is also a strong likelihood that release of that information will prompt industry to find the solution that will make the weapon less deadly, he says. 

"What's more important? Keeping people alive," MacGaffin told sister publication Inside the Army last week. 

Not everyone agrees that DOD should be more generous with IED threat data. Defense officials say the protection of such information is vital to ensuring countermeasures will work for as long as possible. 

MacGaffin and several other security experts, including those leading anti-IED efforts at the Pentagon, spoke last week at a rare unclassified forum on IEDs. The conference, held in Washington, was produced by the Global Defense Institute. 

"I know there's a frustration," Scott Gooch, senior associate at Booz Allen Hamilton, said during one panel discussion. Booz Allen Hamilton is conducting capabilities assessment work on IEDs for the Joint Staff. 

But classification issues are nothing new, Gooch noted -- and new ideas are making their way to the Pentagon. In one example, a farmer discovered a material that could withstand explosives and sent it via UPS to the Defense Department. 

"That's unheard of," Gooch said. 

According to defense officials at the conference, the problem with declassifying IED-related information is that the enemy has been able to adapt very quickly to some of the countermeasures the United States is deploying. 

"We fully expect this is going to be a weapon of choice for the near term," and one that will "migrate" worldwide, said Lt. Col. Ernie Benner, operations officer with the Pentagon's Joint IED Task Force. 

No one doubts the threat of IEDs is serious. The military has seen 900 attacks in the past four weeks, according to Benner. "Of the 900, you see every considerable [type of device] out there," he added. 

The threat has prompted the military to ramp up production of armor for vehicles, question the type of vehicles used to carry troops and supplies in Iraq, and initiate what Army Vice Chief of Staff Gen. Dick Cody called a "Manhattan-like" project within DOD to jam the devices. The goal is to find ways to keep the devices from going off near U.S. military personnel and allies. 

That focus has industry scrambling to determine whether they possess or can quickly develop a silver-bullet solution -- something defense officials familiar with the problem say is unlikely because of the evolving and complex nature of the threat. 

Dobie McArthur, special assistant to Deputy Defense Secretary Paul Wolfowitz and Wolfowitz's liaison to the IED task force, told conference attendees last week that the Pentagon will review any pitch it receives. Companies can draft white papers explaining their concept or technology and send them via e-mail. If the pitch meets a requirement in the field, the company could find itself with a contract, he said. 

The Defense Department treats these pitches like unsolicited proposals -- no promise is made by the military to accept it, but proprietary information will be protected, McArthur said. 

Some industry officials, however, contend that such an informal approach to procuring anti-IED measures forces them to toss ideas blindly to the Pentagon because they don't have access to threat data or reports on how existing systems are working in the field. 

McArthur and Benner pointed company representatives to a classified meeting scheduled for Nov. 18, during which DOD will brief industry on detailed aspects of the IED threat -- if they have the proper clearance, and if they registered early. The meeting with industry at the Defense Acquisition University at Ft. Belvoir, VA, is restricted to those with secret clearance. 

It's also sold out. 

The meeting is expected to result in the release of classified solicitations to industry on IED solutions. DOD also will provide companies the context needed to understand the threat, the officials said. 

Not everyone interested in what the military knows about IEDs, however, has a secret clearance. Construction companies being hired to rebuild the infrastructure in Iraq, for example, often rely on commercial security firms to protect their employees from explosive devices. But neither company would necessarily have access to the military's knowledge of IEDs in the region. Also, companies that do not typically contract with DOD or have clearances may be holding pieces to the puzzle, some say. 

Another issue for contractors is the Defense Department's long-range plans to procure and field anti-IED equipment. DOD so far has relied primarily on supplemental dollars to fund IED countermeasures. The Pentagon has yet to finalize a capstone requirements document or milestone decision authority for a long-term anti-IED program. 

Requirements documents and milestone decisions are used for traditional acquisition programs to guide the procurement process by setting goals, measuring progress and properly testing equipment. DOD in the past year has sidestepped many of these traditional acquisition practices to rush urgently needed equipment to Iraq and Afghanistan. 

Benner said the Pentagon is planning for the longer term by earmarking money in the outyear budget to pay for IED countermeasures. DOD also is looking to make permanent the efforts of the Joint IED Task Force and the integrated product team that oversees it. And Pentagon officials want to broaden their mandate to allow them to look at all aspects of "irregular warfare," not just IEDs (see related story). 

"Things are getting done" without a milestone decision authority, and money is being spent to address the problem, McArthur said. 

As for sharing more information with industry, McArthur said something that will have to be addressed is the proprietary rights of companies who produce IED countermeasures. Reports on how those systems fared in battle and in testing cannot include proprietary information if they are to be distributed to other companies, he said. Nevertheless, the goal will be to release as much information as the Defense Department can, he said. 

"I want to get industry access to information on an ongoing basis," McArthur said. -- Anne Plummer 
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